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[bookmark: _Toc99985865]Введение

Программный комплекс «Infostream. Client – Designer» представляет собой гибридную облачно-клиентскую платформу, предназначенную для сбора, хранения и обработки информации в распределенных иерархических компаниях. Система необходима для обеспечения информационной поддержки принятия и реализации управленческих решений в компании, анализа специалистами компании тенденций развития, составления прогнозов и планирования мероприятий.

1. [bookmark: _Toc99985866]Общее описание сервера инфраструктуры

Сервер инфраструктуры программного комплекса «Infostream. Client – Designer» представляет собой физический/виртуальный сервер, который обеспечивает работу системы в части ИТ инфраструктуры, в т.ч.:
- обеспечивает разрешением имен, 
- прием и отправку электронной почты, 
- работу веб сервиса посредством проксирования запросов.

2. [bookmark: _Toc419274651][bookmark: _Toc99985867]Программно-аппаратное обеспечение сервера инфраструктуры
[bookmark: _Toc99985868]2.1. Минимальные требования
Для развёртывания сервера необходимы следующие минимальные физические/виртуальные вычислительные ресурсы и место хранения на архитектуре x86_64:
- 4 ядра процессора с частотой каждого ядра не менее 2Ghz;
- 8Гб ОЗУ не старше DDR3;
- не менее 200Гб свободного места хранения:
- сетевая карта со скоростью не менее 1Gbps;
- Один приватный айпи адрес Ipv4 (Для понимания считаем что, 192.168.0.1 – айпи адрес сервера инфраструктуры, 192.168.0.2 – айпи адрес сервера приложения).
[bookmark: _Toc419274652][bookmark: _Toc99985869]2.2. Описание существующих компонентов сервера инфраструктуры
Для развертывания рекомендуется операционная система Debian 11, в минимальной конфигурации с последующей установкой и настройки доступа к серверу по протоколу SSH.
В таблице 1 приведен список сервисов необходимых для развертывания внутри установленной операционной системы.
Таблица 1 – Список компонентов сервера инфраструктуры
	№
	Наименование пакета

	1
	[bookmark: _Hlk99972153]openssh-server

	2
	iredmail

	3
	bind9



Ниже рассмотрим установку компонентов более подробно.
2.2.1 [bookmark: _Hlk99971930][bookmark: _Toc99985870]Установка openssh-server
После установки на физический/виртуальный сервер операционной системы Debian 11 в минимальной конфигурации, для администрирования сервера по протоколу ssh необходимо установить пакет openssh-server (если вы не выбрали опцию установки этого пакета при установке ОС) следующей командой (везде в документе подразумевается, что все команды выполняются из под пользователя root):
apt install openssh-server
Файл конфигурации сервиса находится по следующему пути:
/etc/ssh/sshd_config
Пример конфигурации приведен в Приложении 1.
2.2.2 [bookmark: _Toc419274654][bookmark: _Toc99985871]Установка iredmail
Для установки пакета iredmail необходимо выполнить следующие шаги (имя «test.com», надо заменить на доменное имя, используемое Заказчиком):
1) Привести файл /etc/hostname к следующему содержанию:
istream-infra
2) Привести файл /etc/hosts к следующему содержанию:
127.0.0.1   istream-infra.test.com istream-infra localhost localhost.localdomain
#127.0.0.1      localhost
# The following lines are desirable for IPv6 capable hosts
::1     localhost ip6-localhost ip6-loopback
ff02::1 ip6-allnodes
ff02::2 ip6-allrouters
3) Привести файл /etc/resolv.conf к следующему содержанию:
search test.com
#nameserver 192.168.0.1
nameserver 77.88.8.88
nameserver 77.88.8.1
4) скачать архив командой:
wget https://github.com/iredmail/iRedMail/archive/refs/tags/1.5.1.tar.gz
5) Распаковать дистрибутив командой:
tar zxf 1.5.1.tar.gz
6) Перейти в распакованный каталог и начать установку iredmail:
cd iRedMail-1.5.1/
bash iRedMail.sh
После завершения процесса установки перезагрузите сервер командой reboot.
- Веб-Интерфейс для отправки почтовых сообщений: https://istream-infra.test.com/mail/ (вместо istream-infra.test.com можно указать ipv4 адрес сервера).
- Веб интерфейс для управления почтой: https://istream-infra.test.com/iredadmin/ (вместо istream-infra.test.com можно указать ipv4 адрес сервера).
Пример следующих основных конфигурационных файлов iredmail приведен в Приложении 2:
/etc/postfix/main.cf
/etc/postgresql/13/main/pg_hba.conf
/etc/nginx/nginx.conf
/etc/nginx/sites-available/*
После настройки файл конфигурации приведенных в Приложении 2 выполнить команду 
ln -s /etc/nginx/sites-available/* /etc/nginx/sites-enabled/
и перезагрузить сервер.

2.2.3 [bookmark: _Toc99985872]Установка bind9
Для установки сервера доменных имен необходимо выполнить следующую команду:
apt install bind9
В файле /etc/apparmor.d/usr.sbin.named добавить строку в секции bind:
/var/log/named/* rw,
Файлы конфигурации сервиса находятся по следующему пути:
/etc/bind/named.conf
/etc/bind/named.conf.default-zones
/etc/bind/named.conf.local
/etc/bind/int.db
После установки привести файл /etc/resolv.conf к следующему содержанию:
search test.com
nameserver 192.168.0.1
#nameserver 77.88.8.88
#nameserver 77.88.8.1
Пример конфигурации приведен в Приложении 3.






[bookmark: _Toc99985873]Приложение 1
Пример конфигурации /etc/ssh/sshd_config
#	$OpenBSD: sshd_config,v 1.103 2018/04/09 20:41:22 tj Exp $

# This is the sshd server system-wide configuration file.  See
# sshd_config(5) for more information.

# This sshd was compiled with PATH=/usr/bin:/bin:/usr/sbin:/sbin

# The strategy used for options in the default sshd_config shipped with
# OpenSSH is to specify options with their default value where
# possible, but leave them commented.  Uncommented options override the
# default value.

Include /etc/ssh/sshd_config.d/*.conf

#Port 22
#AddressFamily any
#ListenAddress 0.0.0.0
#ListenAddress ::

#HostKey /etc/ssh/ssh_host_rsa_key
#HostKey /etc/ssh/ssh_host_ecdsa_key
#HostKey /etc/ssh/ssh_host_ed25519_key

# Ciphers and keying
#RekeyLimit default none

# Logging
#SyslogFacility AUTH
#LogLevel INFO

# Authentication:

#LoginGraceTime 2m
PermitRootLogin yes
#StrictModes yes
#MaxAuthTries 6
#MaxSessions 10

#PubkeyAuthentication yes

# Expect .ssh/authorized_keys2 to be disregarded by default in future.
#AuthorizedKeysFile	.ssh/authorized_keys .ssh/authorized_keys2

#AuthorizedPrincipalsFile none

#AuthorizedKeysCommand none
#AuthorizedKeysCommandUser nobody

# For this to work you will also need host keys in /etc/ssh/ssh_known_hosts
#HostbasedAuthentication no
# Change to yes if you don't trust ~/.ssh/known_hosts for
# HostbasedAuthentication
#IgnoreUserKnownHosts no
# Don't read the user's ~/.rhosts and ~/.shosts files
#IgnoreRhosts yes

# To disable tunneled clear text passwords, change to no here!
#PasswordAuthentication yes
#PermitEmptyPasswords no

# Change to yes to enable challenge-response passwords (beware issues with
# some PAM modules and threads)
ChallengeResponseAuthentication no

# Kerberos options
#KerberosAuthentication no
#KerberosOrLocalPasswd yes
#KerberosTicketCleanup yes
#KerberosGetAFSToken no

# GSSAPI options
#GSSAPIAuthentication no
#GSSAPICleanupCredentials yes
#GSSAPIStrictAcceptorCheck yes
#GSSAPIKeyExchange no

# Set this to 'yes' to enable PAM authentication, account processing,
# and session processing. If this is enabled, PAM authentication will
# be allowed through the ChallengeResponseAuthentication and
# PasswordAuthentication.  Depending on your PAM configuration,
# PAM authentication via ChallengeResponseAuthentication may bypass
# the setting of "PermitRootLogin without-password".
# If you just want the PAM account and session checks to run without
# PAM authentication, then enable this but set PasswordAuthentication
# and ChallengeResponseAuthentication to 'no'.
UsePAM yes

#AllowAgentForwarding yes
#AllowTcpForwarding yes
#GatewayPorts no
X11Forwarding yes
#X11DisplayOffset 10
#X11UseLocalhost yes
#PermitTTY yes
PrintMotd no
#PrintLastLog yes
#TCPKeepAlive yes
#PermitUserEnvironment no
#Compression delayed
#ClientAliveInterval 0
#ClientAliveCountMax 3
#UseDNS no
#PidFile /var/run/sshd.pid
#MaxStartups 10:30:100
#PermitTunnel no
#ChrootDirectory none
#VersionAddendum none

# no default banner path
#Banner none

# Allow client to pass locale environment variables
AcceptEnv LANG LC_*

# override default of no subsystems
Subsystem	sftp	/usr/lib/openssh/sftp-server

# Example of overriding settings on a per-user basis
#Match User anoncvs
#	X11Forwarding no
#	AllowTcpForwarding no
#	PermitTTY no
#	ForceCommand cvs server
[bookmark: _Toc99985874]Приложение 2

Конфигурация /etc/postfix/main.cf
# --------------------
# INSTALL-TIME CONFIGURATION INFORMATION
#
# location of the Postfix queue. Default is /var/spool/postfix.
queue_directory = /var/spool/postfix

# location of all postXXX commands. Default is /usr/sbin.
command_directory = /usr/sbin

# location of all Postfix daemon programs (i.e. programs listed in the
# master.cf file). This directory must be owned by root.
# Default is /usr/libexec/postfix
daemon_directory = /usr/lib/postfix/sbin

# location of Postfix-writable data files (caches, random numbers).
# This directory must be owned by the mail_owner account (see below).
# Default is /var/lib/postfix.
data_directory = /var/lib/postfix

# owner of the Postfix queue and of most Postfix daemon processes.
# Specify the name of a user account THAT DOES NOT SHARE ITS USER OR GROUP ID
# WITH OTHER ACCOUNTS AND THAT OWNS NO OTHER FILES OR PROCESSES ON THE SYSTEM.
# In particular, don't specify nobody or daemon. PLEASE USE A DEDICATED USER.
# Default is postfix.
mail_owner = postfix

# The following parameters are used when installing a new Postfix version.
#
# sendmail_path: The full pathname of the Postfix sendmail command.
# This is the Sendmail-compatible mail posting interface.
#
sendmail_path = /usr/sbin/sendmail

# newaliases_path: The full pathname of the Postfix newaliases command.
# This is the Sendmail-compatible command to build alias databases.
#
newaliases_path = /usr/bin/newaliases

# full pathname of the Postfix mailq command.  This is the Sendmail-compatible
# mail queue listing command.
mailq_path = /usr/bin/mailq

# group for mail submission and queue management commands.
# This must be a group name with a numerical group ID that is not shared with
# other accounts, not even with the Postfix account.
setgid_group = postdrop

# external command that is executed when a Postfix daemon program is run with
# the -D option.
#
# Use "command .. & sleep 5" so that the debugger can attach before
# the process marches on. If you use an X-based debugger, be sure to
# set up your XAUTHORITY environment variable before starting Postfix.
#
debugger_command =
    PATH=/bin:/usr/bin:/usr/local/bin:/usr/X11R6/bin
    ddd $daemon_directory/$process_name $process_id & sleep 5

debug_peer_level = 2

# --------------------
# CUSTOM SETTINGS
#

# SMTP server response code when recipient or domain not found.
unknown_local_recipient_reject_code = 550

# Do not notify local user.
biff = no

# Disable the rewriting of "site!user" into "user@site".
swap_bangpath = no

# Disable the rewriting of the form "user%domain" to "user@domain".
allow_percent_hack = no

# Allow recipient address start with '-'.
allow_min_user = no

# Disable the SMTP VRFY command. This stops some techniques used to
# harvest email addresses.
disable_vrfy_command = yes

# Enable both IPv4 and/or IPv6: ipv4, ipv6, all.
inet_protocols = all

# Enable all network interfaces.
inet_interfaces = all

#
# TLS settings.
#
# SSL key, certificate, CA
#
smtpd_tls_key_file = /etc/ssl/private/iRedMail.key
smtpd_tls_cert_file = /etc/ssl/certs/iRedMail.crt
smtpd_tls_CAfile = /etc/ssl/certs/iRedMail.crt
smtpd_tls_CApath = /etc/ssl/certs

#
# Disable SSLv2, SSLv3
#
smtpd_tls_protocols = !SSLv2 !SSLv3
smtpd_tls_mandatory_protocols = !SSLv2 !SSLv3

smtp_tls_protocols = !SSLv2 !SSLv3
smtp_tls_mandatory_protocols = !SSLv2 !SSLv3

lmtp_tls_protocols = !SSLv2 !SSLv3
lmtp_tls_mandatory_protocols = !SSLv2 !SSLv3

#
# Fix 'The Logjam Attack'.
#
smtpd_tls_exclude_ciphers = aNULL, eNULL, EXPORT, DES, RC4, MD5, PSK, aECDH, EDH-DSS-DES-CBC3-SHA, EDH-RSA-DES-CDC3-SHA, KRB5-DE5, CBC3-SHA
smtpd_tls_dh512_param_file = /etc/ssl/dh512_param.pem
smtpd_tls_dh1024_param_file = /etc/ssl/dh2048_param.pem

tls_random_source = dev:/dev/urandom

# Log only a summary message on TLS handshake completion — no logging of client
# certificate trust-chain verification errors if client certificate
# verification is not required. With Postfix 2.8 and earlier, log the summary
# message, peer certificate summary information and unconditionally log
# trust-chain verification errors.
smtp_tls_loglevel = 1
smtpd_tls_loglevel = 1

# Opportunistic TLS: announce STARTTLS support to remote SMTP clients, but do
# not require that clients use TLS encryption.
smtpd_tls_security_level = may

# Produce `Received:` message headers that include information about the
# protocol and cipher used, as well as the remote SMTP client CommonName and
# client certificate issuer CommonName.
# This is disabled by default, as the information may be modified in transit
# through other mail servers. Only information that was recorded by the final
# destination can be trusted.
#smtpd_tls_received_header = yes

# Opportunistic TLS, used when Postfix sends email to remote SMTP server.
# Use TLS if this is supported by the remote SMTP server, otherwise use
# plaintext.
# References:
#   - http://www.postfix.org/TLS_README.html#client_tls_may
#   - http://www.postfix.org/postconf.5.html#smtp_tls_security_level
smtp_tls_security_level = may

# Use the same CA file as smtpd.
smtp_tls_CApath = /etc/ssl/certs
smtp_tls_CAfile = $smtpd_tls_CAfile
smtp_tls_note_starttls_offer = yes

# Enable long, non-repeating, queue IDs (queue file names).
# The benefit of non-repeating names is simpler logfile analysis and easier
# queue migration (there is no need to run "postsuper" to change queue file
# names that don't match their message file inode number).
enable_long_queue_ids = yes

# Reject unlisted sender and recipient
smtpd_reject_unlisted_recipient = yes
smtpd_reject_unlisted_sender = yes

# Header and body checks with PCRE table
header_checks = pcre:/etc/postfix/header_checks
body_checks = pcre:/etc/postfix/body_checks.pcre

# A mechanism to transform commands from remote SMTP clients.
# This is a last-resort tool to work around client commands that break
# interoperability with the Postfix SMTP server. Other uses involve fault
# injection to test Postfix's handling of invalid commands.
# Requires Postfix-2.7+.
smtpd_command_filter = pcre:/etc/postfix/command_filter.pcre

# HELO restriction
smtpd_helo_required = yes
smtpd_helo_restrictions =
    permit_mynetworks
    permit_sasl_authenticated
    check_helo_access pcre:/etc/postfix/helo_access.pcre
    reject_non_fqdn_helo_hostname
    reject_unknown_helo_hostname

# Sender restrictions
smtpd_sender_restrictions =
    reject_non_fqdn_sender
    reject_unlisted_sender
    permit_mynetworks
    permit_sasl_authenticated
    check_sender_access pcre:/etc/postfix/sender_access.pcre
    reject_unknown_sender_domain

# Recipient restrictions
smtpd_recipient_restrictions =
    reject_non_fqdn_recipient
    reject_unlisted_recipient
    check_policy_service inet:127.0.0.1:7777
    permit_mynetworks
    permit_sasl_authenticated
    reject_unauth_destination
    check_policy_service inet:127.0.0.1:12340

# END-OF-MESSAGE restrictions
smtpd_end_of_data_restrictions =
    check_policy_service inet:127.0.0.1:7777

# Data restrictions
smtpd_data_restrictions = reject_unauth_pipelining

# SRS (Sender Rewriting Scheme) support
#sender_canonical_maps = tcp:127.0.0.1:7778
#sender_canonical_classes = envelope_sender
#recipient_canonical_maps = tcp:127.0.0.1:7779
#recipient_canonical_classes= envelope_recipient,header_recipient

proxy_read_maps = $canonical_maps $lmtp_generic_maps $local_recipient_maps $mydestination $mynetworks $recipient_bcc_maps $recipient_canonical_maps $relay_domains $relay_recipient_maps $relocated_maps $sender_bcc_maps $sender_canonical_maps $smtp_generic_maps $smtpd_sender_login_maps $transport_maps $virtual_alias_domains $virtual_alias_maps $virtual_mailbox_domains $virtual_mailbox_maps $smtpd_sender_restrictions $sender_dependent_relayhost_maps

# Avoid duplicate recipient messages. Default is 'yes'.
enable_original_recipient = no

# Virtual support.
virtual_minimum_uid = 2000
virtual_uid_maps = static:2000
virtual_gid_maps = static:2000
virtual_mailbox_base = /var/vmail

# Do not set virtual_alias_domains.
virtual_alias_domains =

#
# Enable SASL authentication on port 25 and force TLS-encrypted SASL authentication.
# WARNING: NOT RECOMMENDED to enable smtp auth on port 25, all end users should
#          be forced to submit email through port 587 instead.
#
#smtpd_sasl_auth_enable = yes
#smtpd_sasl_security_options = noanonymous
#smtpd_tls_auth_only = yes

# hostname
myhostname = istream-infra.test.com
myorigin = test.com
mydomain = test.com

# trusted SMTP clients which are allowed to relay mail through Postfix.
#
# Note: additional IP addresses/networks listed in mynetworks should be listed
#       in iRedAPD setting 'MYNETWORKS' (in `/opt/iredapd/settings.py`) too.
#       for example:
#
#       MYNETWORKS = ['xx.xx.xx.xx', 'xx.xx.xx.0/24', ...]
#
mynetworks = 127.0.0.1, 192.168.0.1/24 [::1]

# Accepted local emails
mydestination = $myhostname, localhost, localhost.localdomain

alias_maps = hash:/etc/postfix/aliases
alias_database = hash:/etc/postfix/aliases

# Default message_size_limit.
message_size_limit = 15728640

# The set of characters that can separate a user name from its extension
# (example: user+foo), or a .forward file name from its extension (example:
# .forward+foo).
# Postfix 2.11 and later supports multiple characters.
recipient_delimiter = +

# The time after which the sender receives a copy of the message headers of
# mail that is still queued. Default setting is disabled (0h) by Postfix.
#delay_warning_time = 1h

# Do not display the name of the recipient table in the "User unknown" responses.
# The extra detail makes trouble shooting easier but also reveals information
# that is nobody elses business.
show_user_unknown_table_name = no
compatibility_level = 2
#
# Lookup virtual mail accounts
#
transport_maps =
    proxy:pgsql:/etc/postfix/pgsql/transport_maps_user.cf
    proxy:pgsql:/etc/postfix/pgsql/transport_maps_maillist.cf
    proxy:pgsql:/etc/postfix/pgsql/transport_maps_domain.cf

sender_dependent_relayhost_maps =
    proxy:pgsql:/etc/postfix/pgsql/sender_dependent_relayhost_maps.cf

# Lookup table with the SASL login names that own the sender (MAIL FROM) addresses.
smtpd_sender_login_maps =
    proxy:pgsql:/etc/postfix/pgsql/sender_login_maps.cf

virtual_mailbox_domains =
    proxy:pgsql:/etc/postfix/pgsql/virtual_mailbox_domains.cf

relay_domains =
    $mydestination
    proxy:pgsql:/etc/postfix/pgsql/relay_domains.cf

virtual_mailbox_maps =
    proxy:pgsql:/etc/postfix/pgsql/virtual_mailbox_maps.cf

virtual_alias_maps =
    proxy:pgsql:/etc/postfix/pgsql/virtual_alias_maps.cf
    proxy:pgsql:/etc/postfix/pgsql/domain_alias_maps.cf
    proxy:pgsql:/etc/postfix/pgsql/catchall_maps.cf
    proxy:pgsql:/etc/postfix/pgsql/domain_alias_catchall_maps.cf

sender_bcc_maps =
    proxy:pgsql:/etc/postfix/pgsql/sender_bcc_maps_user.cf
    proxy:pgsql:/etc/postfix/pgsql/sender_bcc_maps_domain.cf

recipient_bcc_maps =
    proxy:pgsql:/etc/postfix/pgsql/recipient_bcc_maps_user.cf
    proxy:pgsql:/etc/postfix/pgsql/recipient_bcc_maps_domain.cf

#
# Postscreen
#
postscreen_greet_action = drop
postscreen_blacklist_action = drop
postscreen_dnsbl_action = drop
postscreen_dnsbl_threshold = 2

# Attention:
#   - zen.spamhaus.org free tire has 3 limits
#     (https://www.spamhaus.org/organization/dnsblusage/):
#
#     1) Your use of the Spamhaus DNSBLs is non-commercial*, and
#     2) Your email traffic is less than 100,000 SMTP connections per day, and
#     3) Your DNSBL query volume is less than 300,000 queries per day.
#
#   - FAQ: "Your DNSBL blocks nothing at all!"
#     https://www.spamhaus.org/faq/section/DNSBL%20Usage#261
#
# It's strongly recommended to use a local DNS server for cache.
postscreen_dnsbl_sites =
    zen.spamhaus.org=127.0.0.[2..11]*3
    b.barracudacentral.org=127.0.0.2*2

postscreen_dnsbl_reply_map = texthash:/etc/postfix/postscreen_dnsbl_reply
postscreen_access_list = permit_mynetworks cidr:/etc/postfix/postscreen_access.cidr

# Require Postfix-2.11+
postscreen_dnsbl_whitelist_threshold = -2

#
# Dovecot SASL support.
#
smtpd_sasl_type = dovecot
smtpd_sasl_path = private/dovecot-auth
virtual_transport = dovecot
dovecot_destination_recipient_limit = 1

#
# mlmmj - mailing list manager
#
mlmmj_destination_recipient_limit = 1

#
# Amavisd + SpamAssassin + ClamAV
#
content_filter = smtp-amavis:[127.0.0.1]:10024

# Concurrency per recipient limit.
smtp-amavis_destination_recipient_limit = 1

Конфигурация /etc/postgresql/13/main/pg_hba.conf
# PostgreSQL Client Authentication Configuration File
# ===================================================
#
# Refer to the "Client Authentication" section in the PostgreSQL
# documentation for a complete description of this file.  A short
# synopsis follows.
#
# This file controls: which hosts are allowed to connect, how clients
# are authenticated, which PostgreSQL user names they can use, which
# databases they can access.  Records take one of these forms:
#
# local         DATABASE  USER  METHOD  [OPTIONS]
# host          DATABASE  USER  ADDRESS  METHOD  [OPTIONS]
# hostssl       DATABASE  USER  ADDRESS  METHOD  [OPTIONS]
# hostnossl     DATABASE  USER  ADDRESS  METHOD  [OPTIONS]
# hostgssenc    DATABASE  USER  ADDRESS  METHOD  [OPTIONS]
# hostnogssenc  DATABASE  USER  ADDRESS  METHOD  [OPTIONS]
#
# (The uppercase items must be replaced by actual values.)
#
# The first field is the connection type: "local" is a Unix-domain
# socket, "host" is either a plain or SSL-encrypted TCP/IP socket,
# "hostssl" is an SSL-encrypted TCP/IP socket, and "hostnossl" is a
# non-SSL TCP/IP socket.  Similarly, "hostgssenc" uses a
# GSSAPI-encrypted TCP/IP socket, while "hostnogssenc" uses a
# non-GSSAPI socket.
#
# DATABASE can be "all", "sameuser", "samerole", "replication", a
# database name, or a comma-separated list thereof. The "all"
# keyword does not match "replication". Access to replication
# must be enabled in a separate record (see example below).
#
# USER can be "all", a user name, a group name prefixed with "+", or a
# comma-separated list thereof.  In both the DATABASE and USER fields
# you can also write a file name prefixed with "@" to include names
# from a separate file.
#
# ADDRESS specifies the set of hosts the record matches.  It can be a
# host name, or it is made up of an IP address and a CIDR mask that is
# an integer (between 0 and 32 (IPv4) or 128 (IPv6) inclusive) that
# specifies the number of significant bits in the mask.  A host name
# that starts with a dot (.) matches a suffix of the actual host name.
# Alternatively, you can write an IP address and netmask in separate
# columns to specify the set of hosts.  Instead of a CIDR-address, you
# can write "samehost" to match any of the server's own IP addresses,
# or "samenet" to match any address in any subnet that the server is
# directly connected to.
#
# METHOD can be "trust", "reject", "md5", "password", "scram-sha-256",
# "gss", "sspi", "ident", "peer", "pam", "ldap", "radius" or "cert".
# Note that "password" sends passwords in clear text; "md5" or
# "scram-sha-256" are preferred since they send encrypted passwords.
#
# OPTIONS are a set of options for the authentication in the format
# NAME=VALUE.  The available options depend on the different
# authentication methods -- refer to the "Client Authentication"
# section in the documentation for a list of which options are
# available for which authentication methods.
#
# Database and user names containing spaces, commas, quotes and other
# special characters must be quoted.  Quoting one of the keywords
# "all", "sameuser", "samerole" or "replication" makes the name lose
# its special character, and just match a database or username with
# that name.
#
# This file is read on server startup and when the server receives a
# SIGHUP signal.  If you edit the file on a running system, you have to
# SIGHUP the server for the changes to take effect, run "pg_ctl reload",
# or execute "SELECT pg_reload_conf()".
#
# Put your actual configuration here
# ----------------------------------
#
# If you want to allow non-local connections, you need to add more
# "host" records.  In that case you will also need to make PostgreSQL
# listen on a non-local interface via the listen_addresses
# configuration parameter, or via the -i or -h command line switches.




# DO NOT DISABLE!
# If you change this first entry you will need to make sure that the
# database superuser can access the database using some other method.
# Noninteractive access to all databases is required during automatic
# maintenance (custom daily cronjobs, replication, and similar tasks).
#
# Database administrative login by Unix domain socket
#local   all             postgres                                peer

# TYPE  DATABASE        USER            ADDRESS                 METHOD

# "local" is for Unix domain socket connections only
#local   all             all                                     peer
# IPv4 local connections:
#host    all             all             127.0.0.1/32            md5
# IPv6 local connections:
#host    all             all             ::1/128                 md5
# Allow replication connections from localhost, by a user with the
# replication privilege.
#local   replication     all                                     peer
#host    replication     all             127.0.0.1/32            md5
#host    replication     all             ::1/128                 md5
local all     postgres   peer
local all     all                 md5
host  all     all     127.0.0.1/32   md5

Конфигурация /etc/nginx/nginx.conf
user www-data;
worker_processes 4;
pid /var/run/nginx.pid;

events {
    worker_connections 1024;
}

http {
        ##
        # Basic Settings
        ##
        tcp_nopush on;
        tcp_nodelay on;
        keepalive_timeout 65;

        ##
        # Logging Settings
        ##
        access_log /var/log/nginx/access.log;
        error_log /var/log/nginx/error.log;

        # Set proxy timeout
        proxy_connect_timeout 3600;
        proxy_read_timeout 3600;
        proxy_send_timeout 3600;
		send_timeout 3600;
 
        ##
        # Virtual Host Configs
        ##
    include /etc/nginx/conf-enabled/*.conf;
    include /etc/nginx/sites-enabled/*;
}

Конфигурация /etc/nginx/sites-available/*
server {
       #listen 443 ssl;
       listen 80; #Если работаем по http.
       server_name portal.test.com;
       access_log  /var/log/nginx/portal_access.log;
       location / {
           proxy_pass http://portal-node1-i.test.com/;
           proxy_set_header X-Forwarded-For $proxy_add_x_forwarded_for;
           proxy_set_header Host $http_host;
           proxy_redirect off;
        }

server {
       #listen 443 ssl;
       listen 80; #Если работаем по http.
       server_name gtarm.test.com;
       access_log  /var/log/nginx/gtarm_access.log;
       add_header Cache-Control no-cache; 
       location / {
           proxy_pass http://gtarm-node1-i.test.com:82/;
           proxy_set_header X-Forwarded-Server $host;
        }
} 

server {
       #listen 443 ssl;
       listen 80; #Если работаем по http.
       server_name gtclassifier.test.com;
       access_log  /var/log/nginx/gtclassifier_access.log;
       add_header Cache-Control no-cache;
       location / {
           proxy_pass http://gtclassifier-node1-i.test.com:82/;
           proxy_set_header X-Forwarded-Server $host;
        }
} 

server {
       #listen 443 ssl;
       listen 80; #Если работаем по http.
       server_name gtcontrol.test.com;
       access_log  /var/log/nginx/gtcontrol_access.log;
       add_header Cache-Control no-cache;
       location / {
           proxy_pass http://gtcontrol-node1-i.test.com:82/;
           proxy_set_header X-Forwarded-Server $host;
           proxy_connect_timeout       3600;
           proxy_send_timeout          3600;
           proxy_read_timeout          3600;
           send_timeout                3600;
        }
} 

server {
       #listen 443 ssl;
       listen 80; #Если работаем по http.
       server_name gtimpxml.test.com;
       access_log  /var/log/nginx/gtimpxml_access.log;
       add_header Cache-Control no-cache;
       location / {
           proxy_pass http://gtimpxml-node1-i.test.com:82/;
           proxy_set_header X-Forwarded-Server $host;
        }
}

server {
       #listen 443 ssl;
       listen 80; #Если работаем по http.
       server_name gtonl.test.com;
       access_log  /var/log/nginx/gtonl_access.log;
       add_header Cache-Control no-cache;
       location / {
           proxy_pass http://gtonl-node1-i.test.com:82/;
           proxy_set_header X-Forwarded-Server $host;
        }
}

server {
       #listen 443 ssl;
       listen 80; #Если работаем по http.
       server_name gttechnologist.test.com;
       access_log  /var/log/nginx/gttechnologist_access.log;
       add_header Cache-Control no-cache;
       location / {
           proxy_pass http://gttechnologist-node1-i.test.com:82/;
           proxy_set_header X-Forwarded-Server $host;
        }
}

server {
       #listen 443 ssl;
       listen 80; #Если работаем по http.
       server_name gtusermon.test.com;
       access_log  /var/log/nginx/gtusermon_access.log;
       add_header Cache-Control no-cache;
       location / {
           proxy_pass http://gtusermon-node1-i.test.com:82/;
           proxy_set_header X-Forwarded-Server $host;
        }

}
  
server {
       #listen 443 ssl;
       listen 80; #Если работаем по http.
       server_name gttransport.test.com;
       access_log  /var/log/nginx/gttransport_access.log;
       add_header Cache-Control no-cache;
       location / {
           proxy_pass http://gttransport-node1-i.test.com:82/;
           proxy_set_header X-Forwarded-Server $host;
        }
}

server {
       #listen 443 ssl;
       listen 80; #Если работаем по http.
       server_name classifier-view.test.com;
       access_log  /var/log/nginx/classifier-view_access.log;
	   add_header Cache-Control no-cache;
       location / {
           proxy_pass http://classifier-view-node1-i.test.com:82/;
           proxy_set_header X-Forwarded-Server $host;
        }
}


server {
       #listen 443 ssl;
       listen 80; #Если работаем по http.
       server_name sso-server.test.com;
       access_log  /var/log/nginx/sso-server_access.log;
       add_header Cache-Control no-cache;
       location / {
           proxy_pass http://sso-server-node1-i.test.com:82/;
           proxy_set_header X-Forwarded-Server $host;
        }
}

server {
       #listen 443 ssl;
       listen 80; #Если работаем по http.
       server_name ticket.test.com;
       access_log  /var/log/nginx/ticket_access.log;
       add_header Cache-Control no-cache;
       location / {
           proxy_pass http://ticket-node1-i.test.com:82/;
           proxy_set_header X-Forwarded-Server $host;
        }
}

server {
       #listen 443 ssl;
       listen 80; #Если работаем по http.
       server_name loadssb.test.com;
       access_log  /var/log/nginx/loadssb_access.log;
       add_header Cache-Control no-cache;
       location / {
           proxy_pass http://loadssb-node1-i.test.com:82/;
           proxy_set_header X-Forwarded-Server $host;
        }
}

server {
       #listen 443 ssl;
       listen 80; #Если работаем по http.
       server_name update.test.com;
       access_log  /var/log/nginx/loadssb_access.log;
       add_header Cache-Control no-cache;
       location / {
           proxy_pass http://update-node1-i.test.com:82/;
           proxy_set_header X-Forwarded-Server $host;
        }
}

server {
       #listen 443 ssl;
       listen 80; #Если работаем по http.
       server_name gtexpxls.test.com;
       access_log  /var/log/nginx/gtexpxls_access.log;
       add_header Cache-Control no-cache;
       location / {
           proxy_pass http://gtexpxls-node1-i.test.com:82/;
           proxy_set_header X-Forwarded-Server $host;
        }

}

server {
       #listen 443 ssl;
       listen 80; #Если работаем по http.
       server_name gtreport.test.com;
       access_log  /var/log/nginx/gtreport_access.log;
       add_header Cache-Control no-cache;
       location / {
           proxy_pass http://gtreport-node1-i.test.com:82/;
           proxy_set_header X-Forwarded-Server $host;
        }
}

server {
       #listen 443 ssl;
       listen 80; #Если работаем по http.
       server_name gtpass.test.com;
       access_log  /var/log/nginx/gtpass_access.log;
       add_header Cache-Control no-cache;
       location / {
           proxy_pass http://gtpass-node1-i.test.com:82/;
           proxy_set_header X-Forwarded-Server $host;
        }

}

server {
       #listen 443 ssl;
       listen 80; #Если работаем по http.
       server_name gtafo.test.com;
       access_log  /var/log/nginx/gtafo_access.log;
       add_header Cache-Control no-cache;
       location / {
           proxy_pass http://gtafo-node1-i.test.com:82/;
           proxy_set_header X-Forwarded-Server $host;
        }
} 

server {
       #listen 443 ssl;
       listen 80; #Если работаем по http.
       server_name registration.test.com;
       access_log  /var/log/nginx/registration_access.log;
       add_header Cache-Control no-cache;
       location / {
           proxy_pass http://registration-node1-i.test.com:82/;
           proxy_set_header X-Forwarded-Server $host;
        }
}

server {
       #listen 443 ssl;
       listen 80; #Если работаем по http.
       server_name gtdownload.test.com;
       access_log  /var/log/nginx/gtdownload_access.log;
       add_header Cache-Control no-cache;
       location / {
           proxy_pass http://gtdownload-node1-i.test.com:82/;
           proxy_set_header X-Forwarded-Server $host;
        }
}

server {
       #listen 443 ssl;
       listen 80; #Если работаем по http.
       server_name gtxml.test.com;
       access_log  /var/log/nginx/gtxml_access.log;
       add_header Cache-Control no-cache;
       location / {
           proxy_pass http://gtxml-node1-i.test.com:82/;
           proxy_set_header X-Forwarded-Server $host;
        }
}

server {
       #listen 443 ssl;
       listen 80; #Если работаем по http.
       server_name update-pub.test.com;
       access_log  /var/log/nginx/update-pub_access.log;
       add_header Cache-Control no-cache;
       location / {
           proxy_pass http://update-pub-node1-i.test.com:82/;
           proxy_set_header X-Forwarded-Server $host;
        }
}

server {
       #listen 443 ssl;
       listen 80; #Если работаем по http.
       server_name nsi.test.com;
       access_log  /var/log/nginx/nsi_access.log;
       add_header Cache-Control no-cache;
       location / {
           proxy_pass http://nsi-node1-i.test.com:82/;
           proxy_set_header X-Forwarded-Server $host;
        }
}
#
# Note: This file must be loaded before other virtual host config files,
#
# HTTPS
server {
    listen 443 ssl http2;
    listen [::]:443 ssl http2;
    server_name _;

    root /var/www/html;
    index index.php index.html;

    include /etc/nginx/templates/misc.tmpl;
    include /etc/nginx/templates/ssl.tmpl;
    include /etc/nginx/templates/iredadmin.tmpl;
    include /etc/nginx/templates/roundcube.tmpl;
    include /etc/nginx/templates/sogo.tmpl;
    include /etc/nginx/templates/netdata.tmpl;
    include /etc/nginx/templates/php-catchall.tmpl;
    include /etc/nginx/templates/stub_status.tmpl;
}
#
# Note: This file must be loaded before other virtual host config files,
#
# HTTP
server {
    # Listen on ipv4
	#listen 443 default_server;
    listen 80 default_server;
    listen [::]:80;
	return 444; 
    #server_name _;
    # Redirect all insecure http:// requests to https://
    #return 301 https://$host$request_uri;
}
Конфигурация /etc/nginx/conf-available/headers.conf
add_header X-Frame-Options sameorigin;
add_header X-Content-Type-Options nosniff;
add_header X-XSS-Protection '1; mode=block';
add_header X-Download-Options noopen;
add_header X-Permitted-Cross-Domain-Policies none;
add_header Referrer-Policy strict-origin;





























[bookmark: _Toc99985875]Приложение 3
Конфигурация /etc/bind/named.conf

// This is the primary configuration file for the BIND DNS server named.
//
// Please read /usr/share/doc/bind9/README.Debian.gz for information on the
// structure of BIND configuration files in Debian, *BEFORE* you customize
// this configuration file.
//
// If you are just adding zones, please do that in /etc/bind/named.conf.local

include "/etc/bind/named.conf.options";
include "/etc/bind/named.conf.local";
include "/etc/bind/named.conf.default-zones";

logging {
    channel bind_log {
        file "/var/log/named/named.log";
        print-time yes;
        print-category yes;
        print-severity yes;
    };

    channel update_debug {
        file "/var/log/named/update-debug.log";
        severity debug 3;
        print-time yes;
        print-category yes;
        print-severity yes;
    };

    channel security_info {
        file "/var/log/named/security-info.log";
        severity info;
        print-time yes;
        print-category yes;
        print-severity yes;
    };

 

    category default { bind_log;};
    category xfer-in { bind_log;};
    category xfer-out { bind_log;};
    category update { update_debug;};
    category security { security_info;};
};

Конфигурация /etc/bind/named.conf.default-zones

// prime the server with knowledge of the root servers
//zone "." {
//      type hint;
//      file "/etc/bind/db.root";
//};
// be authoritative for the localhost forward and reverse zones, and for
// broadcast zones as per RFC 1912
//zone "localhost" {
//      type master;
//      file "/etc/bind/db.local";
//};
//zone "127.in-addr.arpa" {
//      type master;
//      file "/etc/bind/db.127";
//};
//zone "0.in-addr.arpa" {
//      type master;
//      file "/etc/bind/db.0";
//};
//zone "255.in-addr.arpa" {
//      type master;
//      file "/etc/bind/db.255";
//};
Конфигурация /etc/bind/named.conf.local
//
// Do any local configuration here
//
// Consider adding the 1918 zones here, if they are not used in your
// organization
//include "/etc/bind/zones.rfc1918";

view "external" {
		match-clients {"any"; };
		allow-recursion { "any"; };
		allow-transfer { none;};
		zone "test.com" IN {
                type master;
                file "/etc/bind/int.db";
                notify yes;
                };
		};
Конфигурация /etc/bind/int.db
$TTL 900
$ORIGIN test.com.
@               900    IN      SOA     istream-infra.test.com.       admin.test.com. (
                                                2022032504 ; serial
                                                600 ; refresh
                                                300 ; retry
                                                2592000 ; expire
                                                900 ; minimum
)                                                                                    
                        IN      NS      istream-infra.test.com.
@                       IN      A       192.168.0.1
istream-infra             900        IN      A       192.168.0.1
@                       IN              MX      10              istream-infra
istream-infra            900     IN              A               192.168.0.1
istream-infra-i          900     IN      		A       		192.168.0.1
imap            900     IN              CNAME           istream-infra
smtp            900     IN              CNAME           istream-infra
test.com.     			IN 	TXT   	"v=spf1 +mx ip4:192.168.0.1/32 -all"
_dmarc.test.com.	900	IN	TXT ( "v=DMARC1; p=none; rua=mailto:admin@istream-infra")
www              				900     IN      A       192.168.0.1
mail               				900     IN      A       192.168.0.1
mail-adm           				900     IN      A       192.168.0.1
gtafo              				900     IN      A       192.168.0.1
nsi              				900     IN      A       192.168.0.1
registration                    900     IN      A       192.168.0.1
gtdownload                      900     IN      A       192.168.0.1
gtxml                           900     IN      A       192.168.0.1
update-pub                      900     IN      A       192.168.0.1
portal                          900     IN      A       192.168.0.1
tekadmin                        900     IN      A       192.168.0.1
geo                             900     IN      A       192.168.0.1
pizi                            900     IN      A       192.168.0.1
gtarm                           900     IN      A       192.168.0.1
gtusermon						900     IN      A       192.168.0.1
gtreport                        900     IN      A       192.168.0.1
gtclassifier                    900     IN      A       192.168.0.1
gtcontrol                       900     IN      A       192.168.0.1
gtexpgisee                      900     IN      A       192.168.0.1
gtimpxml                        900     IN      A       192.168.0.1
gtonl                           900     IN      A       192.168.0.1
gtpass                          900     IN      A       192.168.0.1
gtsmev                          900     IN      A       192.168.0.1
gtexpxls                        900     IN      A       192.168.0.1
gttechnologist                  900     IN      A       192.168.0.1
gttransport                     900     IN      A       192.168.0.1
classifier-view                 900     IN      A       192.168.0.1
sso-server                      900     IN      A       192.168.0.1
ticket                          900     IN      A       192.168.0.1
loadssb                         900     IN      A       192.168.0.1
basex                           900     IN      A       192.168.0.1
update                          900     IN      A       192.168.0.1
istream-sys                     900     IN      A       192.168.0.2
portal-node1-i                          900     IN      CNAME   istream-sys
gtafo-node1-i                         	900     IN      CNAME   istream-sys
nsi-node1-i                         	900     IN      CNAME   istream-sys
registration-node1-i                    900     IN      CNAME   istream-sys
gtdownload-node1-i                      900     IN      CNAME   istream-sys
gtxml-node1-i                           900     IN      CNAME   istream-sys
update-pub-node1-i                      900     IN      CNAME   istream-sys
gtarm-node1-i                           900     IN      CNAME   istream-sys
gtreport-node1-i                        900     IN      CNAME   istream-sys
gtclassifier-node1-i                    900     IN      CNAME   istream-sys
gtcontrol-node1-i                       900     IN      CNAME   istream-sys
gtimpxml-node1-i                        900     IN      CNAME   istream-sys
gtonl-node1-i                           900     IN      CNAME   istream-sys
gtpass-node1-i                          900     IN      CNAME   istream-sys
gtexpxls-node1-i			            900     IN      CNAME   istream-sys
gttechnologist-node1-i                  900     IN      CNAME   istream-sys
gtusermon-node1-i                       900     IN      CNAME   istream-sys
gttransport-node1-i                     900     IN      CNAME   istream-sys
classifier-view-node1-i                 900     IN      CNAME   istream-sys
sso-server-node1-i                      900     IN      CNAME   istream-sys
ticket-node1-i                          900     IN      CNAME   istream-sys
loadssb-node1-i                         900     IN      CNAME   istream-sys
update-node1-i                      	900     IN      CNAME   istream-sys

